Amendments to the Claims 



1 . (Currently amended) A method of transmitting contents information, comprising the 
steps of: 

generating a first-key signal representative of a first key from first-key base 
information being a base of the first key; 

encrypting contents information into encryption-resultant contents information in 
response to the first-key signal; 

generating a second-key signal representative of a second key on the basis of 
initial-value information of a given initial value according to a pr e d e term i n e d k e y g eneration 
algor i thm one selected from a plurality of predetermined kev gene ration algorithms; 

encrypting the first-key base information into encryption-resultant first-key base 
information in response to the second-key signal; and 

transmitting the encryption-resultant contents information, the encryption-resultant 
first-key base information, the initial-value information, and algorithm identification 
information for identifying the pr e d e t e rmin e d k e y gen e rat i on algor i thm one selected from 
the plurality of predetermined kev generation algorithms . 

2. (Currently amended) A method of recording contents information, comprising the 
steps of: 

generating a first-key signal representative of a first key from first-key base 
information being a base of the first key; 

encrypting contents information into encryption-resultant contents information in 
response to the first-key signal; 

generating a second-key signal representative of a second key on the basis of 
initial-value information of a given initial value according to a pr e determined key generation 
algorithm one selected from a plurality of predetermined k ev generation algorithms ; 

encrypting the first-key base information into encryption-resultant first-key base 
information in response to the second-key signal; and 
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recording the encryption-resultant contents information, the encryption-resultant 
first-key base information, the initial-value information, and algorithm identification 
information for identifying the pr e d e t e rm i n e d k e y gen e ration a l gorithm one selected from 
the plurality of predetermined key generation algorithms . 

3. (Currently amended) An apparatus fortransmitting contents information, comprising: 
means for generating a first-key signal representative of a first key from first-key 

base information being a base of the first key; 

means for encrypting contents information into encryption-resultant contents 
information in response to the first-key signal; 

means for generating a second-key signal representative of a second key on the 
basis of initial-value information of a given initial value according to a pr e d e t e rmined key 
g e n e rat i on algorithm one selected from a plurality of predetermined kev g eneration 
algorithms ; 

means for encrypting the first-key base information into encryption-resultant first-key 
base information in response to the second-key signal; and 

means fortransmitting the encryption-resultant contents information, the encryption- 
resultant first-key base information, the initial-value information, and algorithm identification 
information for identifying the predetermin e d k e y gen e ration a l gor i thm one selected from 
the plurality of predetermined kev generation algorithms . 

4. (Currently amended) An apparatus for recording contents information, comprising: 
means for generating a first-key signal representative of a first key from first-key 

base information being a base of the first key; 

means for encrypting contents information into encryption-resultant contents 
information in response to the first-key signal; 

means for generating a second-key signal representative of a second key on the 
basis of initial-value information of a given initial value according to a pr e d e t e rm i n e d k e y 
g e n e ration a l gorithm one selected from a plurality of predetermined kev g eneration 
algorithms ; 
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means for encrypting the first-key base information into encryption-resultantfirst-key 
base information in response to the second-key signal; and 

means for recording the encryption-resultant contents information, the encryption- 
resultantfirst-key base information, the initial-value information, and algorithm identification 
information for identifying the pred e t e rmin e d k e y g e n e rat i on algor i thm one selected from 
the plurality of predetermined kev generation algorithms . 

5. (Currently amended) A transmission medium for transmitting encryption-resultant 
contents information, encryption-resultant first-key base information, initial-value 
information, and algorithm identification information, wherein the encryption-resultant 
contents information and the encryption-resultantfirst-key base information are generated 
by the steps of generating a first-key signal representative of a first key from first-key base 
information being a base of the first key; encrypting contents information into encryption- 
resultant contents information in response to the first-key signal; generating a second-key 
signal representative of a second key on the basis of initial-value information of a given 
initial value according to a pr e d e t e rmin e d key g e n e ration a l gor i thm one selecte d from a 
plurality of predetermined kev generation algorithms : and encrypting the first-key base 
information into encryption-resultant first-key base information in response to the second- 
key signal; and wherein the algorithm identification information is for identifying the 
pr » H»t » rm i n » r i k » y g gi watinn a l gorithm one selected from the plur a lity of predetermined 
kev generation algorithms . 

6. (Currently amended) A recording medium loaded with encryption-resultant contents 
information, encryption-resultant first-key base information, initial-value information, and 
algorithm identification information, wherein the encryption-resultant contents information 
and the encryption-resultant first-key base information are generated by the steps of 
generating a first-key signal representative of a first key from first-key base information 
being a base of the first key; encrypting contents information into encryption-resultant 
contents information in response to the first-key signal; generating a second-key signal 
representative of a second key on the basis of initial-value information of a given initial 
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value according to a pr e d e t e rm i n e d k e y g e n e rat i on a l gor i thm one selected from a plurality 
of predetermined key generation algorithms ; and encrypting the first-key base information 
into encryption-resultant first-key base information in response to the second-key signal; 
and wherein the algorithm identification information is for identifying the pr e d e t e rm i n e d key 
g e n e rat i on a l gor i thm one selected from the plurality of predetermined key generation 
algorithms . 

7. (Original) An apparatus as recited in claim 3, wherein the means for generating the 
second-key signal comprises a linear feedback shift register using a specified irreducible 
primitive polynomial. 

8. (Currently amended) A method of transmitting contents information, comprising the 
steps of: 

generating a first-key signal representative of a first key from first-key base 
information being a base of the first key; 

encrypting contents information into encryption-resultant contents information in 
response to the first-key signal; 

generating a second-key signal representative of a second key on the basis of 
initial-value information of a given initial value according to a pr e d e t e rm i n e d k e y gen e ration 
algorithm one selected from a plurality of predetermined kev generation algorithms : 

encrypting a part of the first-key base information in response to the second.-key 
signal to convert the first-key base information into encryption-resultant first-key base 
information; and 

transmitting the encryption-resultant contents information, the encryption-resultant 
first-key base information, the initial-value information, and algorithm identification 
information for identifying the pr e d e t e rm i n e d k e y gen e rat i on algorithm one selected from 
the plurality of predetermined kev generation algorithms . 

9. (Currently amended) A method of recording contents information, comprising the 
steps of: 
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generating a first-key signal representative of a first key from first-key base 
information being a base of the first key; 

encrypting contents information into encryption-resultant contents information in 
response to the first-key signal; 

generating a second-key signal representative of a second key on the basis of 
initial-value information of a given initial value according to a pr e det e rm i ned k e y g e n e ration 
a l gor i thm one selected from a plurality of predetermined key generation algorithms ; 

encrypting a part of the first-key base information in response to the second-key 
signal to convert the first-key base information into encryption-resultant first-key base 
information; and 

recording the encryption-resultant contents information, the encryption-resultant 
first-key base information, the initial-value information, and algorithm identification 
information for identifying the pr e d e t e rm i n e d k e y gen e ration algor i thm one selected from 
the plurality of predetermined kev generation algorithms . 

10. (Currently amended) An apparatus fortransmitting contents information, comprising: 
means for generating a first-key signal representative of a first key from first-key 

base information being a base of the first key; 

means for encrypting contents information into encryption-resultant contents 

information in response to the first-key signal; 

means for generating a second-key signal representative of a second key on the 

basis of initial-value information of a given initial value according to a pr e d e t e rmin e d k e y 

g e n e rat i on a l gor i thm one selected from a plurality of predetermined kev generation 

algorithms ; 

means for encrypting a part of the first-key base information in response to the 
second-key signal to convert the first-key base information into encryption-resultant first- 
key base information; and 

means fortransmitting the encryption-resultant contents information, the encryption- 
resultantfirst-key base information, the initial-value information, and algorithm identification 
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information for identifying the pr e d e t e rmin e d k e y g e n e rat i on algor i thm one selected from 
the plurality of predetermined key generation algorithms . 

1 1 . (Currently amended) An apparatus for recording contents information, comprising: 
means for generating a first-key signal representative of a first key from first-key 

base information being a base of the first key; 

means for encrypting contents information into encryption-resultant contents 
information in response to the first-key signal; 

means for generating a second-key signal representative of a second key on the 
basis of initial-value information of a given initial value according to a pr e d e t e rm i n e d k e y 
g e n e ration a l gor i thm one selected from a plurality of predetermined key generation 
algorithms : 

means for encrypting a part of the first-key base information in response to the 
second-key signal to convert the first-key base information into encryption-resultant first- 
key base information; and 

means for recording the encryption-resultant contents information, the encryption- 
resultant first-key base information, the initial-value information, and algorithm identification 
information for identifying the pr e d e t e rm i n e d k e y g e n e rat i on a l gorithm one selected from 
the plurality of predetermined key generation algorithms . 

12. (Currently amended) A transmission medium for transmitting encryption-resultant 
contents information, encryption-resultant first-key base information, initial-value 
information, and algorithm identification information, wherein the encryption-resultant 
contents information and the encryption-resultant first-key base information are generated 
by the steps of generating a first-key signal representative of a first key from first-key base 
information being a base of the first key; encrypting contents information into encryption- 
resultant contents information in response to the first-key signal; generating a second-key 
signal representative of a second key on the basis of initial-value information of a given 
initial value according to a pr e d e term i n e d k e y g e n e ration algorithm one selected from a 
plurality of predetermined key generation algorithms : and encrypting a part of the first-key 
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base information in response to the second-key signal to convert the first-key base 
information into encryption-resultant first-key base information; and wherein the algorithm 
identification information i nformation is for identifying the pr e d e t e rm i ned k e y generat i on 
a l gor i thm one selected from the plurality of predetermined kev gen e ration algorithms . 

13. (Currently amended) A recording medium loaded with encryption-resultant contents 
information, encryption-resultant first-key base information, initial-value information, and 
algorithm identification information, wherein the encryption-resultant contents information 
and the encryption-resultant first-key base information are generated by the steps of 
generating a first-key signal representative of a first key from first-key base information 
being a base of the first key; encrypting contents information into encryption-resultant 
contents information in response to the first-key signal; generating a second-key signal 
representative of a second key on the basis of initial-value information of a given initial 
value according tn » preri g terminftri kfiy g e nerat i on a l gor i thm one selec t ed from a plurality 
of predetermined kev generation algorithms ; and encrypting a part of the first-key base 
information in response to the second-key signal to convert the first-key base information 
into encryption-resultant first-key base information; and wherein the algorithm identification 
information is for identifying the pr e d e termin e d k e y gen e rat i on a l gorithm one selected from 
the plurality of predetermined kev generation algorithms . 

14. (Original) An apparatus as recited in claim 1 0, wherein the means for generating the 
second-key signal comprises a linear feedback shift register using a specified irreducible 
primitive polynomial. 

15. (Currently amended) A method of decrypting encryption-resultant contents 
information generated by an encrypting side which implements the steps of generating a 
first-key signal representative of a first key from first-key base information being a base of 
the first key; encrypting contents information into encryption-resultant contents information 
in response to the first-key signal; generating a second-key signal representative of a 
second key on the basis of initial-value information of a given initial value according to a 



8 



(S.N. 09/726,433) 



pr e d e t e rm i n e d key g e neration a l gor i thm one selected from a plurality of predetermined key 
generation algorithms ; and encrypting the first-key base information into encryption- 
resultant first-key base information in response to the second-key signal; the method 
comprising the steps of: 

identifying the pr e d e t e rmin e d key g e n e rat i on a l gor i thm one selected from the 
plurality of predetermined key generation algorithms in response to algorithm identification 
information for identifying the pr e d e t e rm i n e d k e y g e n e ration algorithm one selected from 
the plurality of predetermined kev generation algorithms ; 

generating a second-key signal representative of a second key on the basis of the 
initial-value information and the identified key generation algorithm; 

decrypting encryption-resultant first-key base information into original first-key base 
information in response to the second-key signal; 

generating a first-key signal representative of a first key from the original first-key 
base information; and 

decrypting encryption-resultant contents information into original contents 
information in response to the first-key signal. 

16. (Currently amended) An apparatus for decrypting encryption-resultant contents 
information generated by an encrypting side which implements the steps of generating a 
first-key signal representative of a first key from first-key base information being a base of 
the first key; encrypting contents information into encryption-resultant contents information 
in response to the first-key signal; generating a second-key signal representative of a 
second key on the basis of initial-value information of a given initial value according to a 
pred e term i n e d key g e n e rat i on a l gor i thm one selected from a plurality of predetermined kev 
generation algorithms ; and encrypting the first-key base information into encryption- 
resultant first-key base information in response to the second-key signal; the apparatus 
comprising: 

means for identifying the pr e d e term i n e d k e y g e n e rat i on algorithm one selected from 
the plurality of predetermined kev generation algorithms in response to algorithm 
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identification information for identifying the pr e d e t e rm i n e d k e y gen e rat i on a l gor i thm one 
selected from the plurality of predetermined kev generation algorithms ; 

means for generating a second-key signal representative of a second key on the 
basis of the initial-value information and the identified key generation algorithm; 

means for decrypting encryption-resultant first-key base information into original 
first-key base information in response to the second-key signal; 

means for generating a first-key signal representative of a first key from the original 
first-key base information; and 

means for decrypting encryption-resultant contents information into original contents 
information in response to the first-key signal. 

17. (Original) An apparatus as recited in claim 16, wherein the identifying means 
comprises means for selecting one from among a plurality of key generation algorithms in 
response to the algorithm identification information as the identified key generation 
algorithm. 

1 8. (Original) An apparatus as recited in claim 1 7, wherein the means for generating the 
second-key signal comprises a linear feedback shift register having a feedback object 
position which is set in accordance with a primitive polynomial in the identified key 
generation algorithm. 

19. (Currently amended) A method of decrypting encryption-resultant contents 
information generated by an encrypting side which implements the steps of generating a 
first-key signal representative of a first key from first-key base information being a base of 
the first key; encrypting contents information into encryption-resultant contents information 
in response to the first-key signal; generating a second-key signal representative of a 
second key on the basis of initial-value information of a given initial value according to a 
pr g H fr term i n ft H key g e n e rat i on a l gorithm one selected from a plurality of predetermined kev 
generation algorithms : and encrypting a part of the first-key base information in response 
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to the second-key signal to convert the first-key base information into encryption-resultant 
first-key base information; the method comprising the steps of: 

identifying the pr e d e t e rmin e d k e y g e n e ration algor i thm one selected from the 
plurality of predetermined key generation algorithms in response to algorithm identification 
information for identifying the pr e d e t e rm i n e d k e y g e n e ration a l gor i thm one selected from 
the plurality of predetermined kev generation algorithms ; 

generating a second-key signal representative of a second key on the basis of the 
initial-value information and the identified key generation algorithm; 

decrypting encryption-resultant, first-key base information into original first-key base 
information in response to the second-key signal; 

generating a first-key signal representative of a first key from the original first-key 
base information; and 

decrypting encryption-resultant contents information into original contents 
information in response to the first-key signal. 

20. (Currently amended) An apparatus for decrypting encryption -resultant contents 
information generated by an encrypting side which implements the steps of generating a 
first-key signal representative of a first key from first-key base information being a base of 
the first key; encrypting contents information into encryption-resultant contents information 
in response to the first-key signal; generating a second-key signal representative of a 
second key on the basis of initial-value information of a given initial value according to a 
pred e term i ned k e y g e neration a l gor i thm one selected from a plurality of predetermined kev 
generation algorithms ; and encrypting a part of the first-key base information in response 
to the second-key signal to convert the first-key base information into encryption-resultant 
first-key base information; the apparatus comprising: 

means for identifying the pr e d e t e rm i n e d k e y g e n e rat i on a l gor i thm one selected from 
the plurality of predetermined kev generation algorithms in response to algorithm 
identification information for identifying the pr e d e t e rm i n e d k e y g e n e rat i on a l gor i thm one 
selected from the plurality of predetermined kev generation algorithms ; 
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means for generating a second-key signal representative of a second key on the 
basis of the initial value information and the identified key generation algorithm; 

means for decrypting encryption-resultant first-key base information into original 
first-key base information in response to the second-key signal; 

means for generating a first-key signal representative of a first key from the original 
first-key base information; and 

means for decrypting encryption-resultant contents information into original contents 
information in response to the first-key signal. 

21. (Original) An apparatus as recited in claim 20, wherein the identifying means 
comprises means for selecting one from among a plurality of key generation algorithms in 
response to the algorithm identification information as the identified key generation 
algorithm. 

22. (Original) An apparatus as recited in claim 21 , wherein the means for generating the 
second-key signal comprises a linear feedback shift register having a feedback object 
position which is set in accordance with a primitive polynomial in the identified key 
generation algorithm. 



12 



(S.N. 09/726,433) 



